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Intrusion detection in industrial control system based on
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Abstract: Intrusion attacks cause blockage and disruption to normal industrial production processes, machine learning can realize
the classification and recognition of intrusion detection and then intervene, but the privacy and security barriers between various data
holders in the industrial control system can not integrate and utilize the data. In order to break the barrier and obtain a better
classification effect of intrusion detection, a federated learning and neural network intrusion detection method for industrial control
systems is proposed. It uses multi—layer neural networks to achieve intrusion detection classification. Through federated learning,
the data of each holder is kept locally, only model and parameter information are transmitted to break the data barrier. Aiming at the
unbalanced sample size of each data holder, a weight factor is introduced in the initial stage of federated learning to reduce the
impact of unbalanced data. In order to compensate for the weak interpretation of a single classification task under multi—dimensional
data, the effectiveness of this method is verified on binary and three classification power system data sets. The experimental results
show that this method has better intrusion detection and recognition effect.
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Fig. 1 Federated learning framework
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Fig. 2 Flowchart of federated learning intrusion detection for industrial control system
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Fig. 3 Network—based smart power system framework
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Table 2 Dichotomous labels for One—Hot coding

FobRss One—Hot
Natural (0,1)
Attack (1,0)
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Table 3 Triple categorized labels for One—Hot coding

FRbRZE One-Hot
Natural (0,0,1)
NoEvents (0,1,0)
Attack (1,0,0)
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Table 4 Evaluation of the experimental training effect of each
model in the dichotomous dataset

e Accuracy — Precision  Recall ~ F1-Score
RandomForest > 0.9135  0.9472  0.9398 0.943 5
XGBoost!*! 0.8471 0.8493 0.9738 0.9073
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Table 5 Evaluation of the experimental training effect of each
model in the triple categorized dataset

R Accuracy  Precision Recall F1-Score
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Table 6 Results of four user—independent and federated scenario

training dichotomous dataset

TR Accuracy Precision Recall F1-Score
Party 1 0.917 5 0.892 6 0.828 1 0.8352
Party 2 0.8712 0.8812 0.957 0 0.917 5
Party 3 0.9252 0.933 9 0.964 0 0.948 7
Party 4 0.896 4 0.909 9 0.930 5 0.820 1
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ARICHEE 0.9311 0.9445 0.969 0 0.956 6
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Table 7 Results of four user—independent and federated scenario

training triple categorized dataset

BT Accuracy Precision Recall F1-Score
Party 1 0.863 2 0.867 8 0. 865 2 0.865 5
Party 2 0.859 1 0. 866 6 0. 861 2 0. 861 2
Party 3 0.916 9 0.903 7 0.9215 0.890 7
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Fig. 5 Intrusion detection classification accuracy and loss variation under weighted federated learning
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