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Research on asset mapping and application in railway network security field
based on knowledge graph

WANG Hanyun, LIU Zuozhen, ZHANG Zihe, MA Siyu, LI Zhaoyang

(Information Technology Institute, China Railway Harbin Bureau Group Co. , Ltd. , Harbin 150006, China)

Abstract; In the context of the digital transformation of railway information construction, the intelligent management and
application of assets in the field of network security have become an important way to explore the potential value of assets and
improve the quality of asset management. On the basis of elaborating on the current situation of railway information asset
management, this paper closely integrates asset information with security data, constructs a knowledge graph of information assets in
the field of railway network security, and designs a complete application architecture and application scenarios. After half a year of
exploration and practice, it has been shown that the knowledge graph constructed in this paper can significantly improve the speed of
obtaining network devices and their related information, and provide strong support for improving asset management and
vulnerability risk prevention capabilities, which has certain promotion and application value.
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Fig. 1 Process diagram for constructing knowledge graph
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Fig. 2 Schematic diagram of the main ontology elements of information assets in the field of network security
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Fig. 3 Diagram of knowledge graph application architecture
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Fig. 4 Schematic diagram of multi—dimensional asset portrait
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Fig. 5 Schematic diagram of asset correlation analysis
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Fig. 6 Schematic diagram of asset stratification portrait
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Fig. 7 Schematic diagram of vulnerability asset query
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