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Abstract; With the rapid development of information technology, computer networks have become an indispensable part of modern
society. However, network attacks and malicious behaviours have also increased, posing a serious threat to network security.
Traditional means of defence have been difficult to meet the current complex and changing network threats, so it is particularly
important to explore new defence technologies. Artificial intelligence technology shows great potential in computer network defence
due to its powerful data processing and pattern recognition capabilities. The purpose of this paper is to explore the application of
artificial intelligence technology in computer network defence. Through theoretical analysis, model construction, simulation
experiments and evaluation of experimental results, we verify the performance of different models in detecting network attacks, and
select the Support Vector Machines ( SVM ), Convolutional Neural Networks ( CNN), and the composite model combining
Recurrent Neural Networks (RNN) and Generative Adversarial Networks ( GAN ). Experiments were conducted on two public
datasets, KDD Cup 99 and CICIDS 2017. The RNN+GAN model shows powerful performance in computer network defence, which
can effectively improve the identification accuracy and reliability of network attacks, and it is the future research and application
direction in the field of network defence.
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Table 1 Comparison and analysis of characteristics between KDD Cup 99 and CICIDS2017 datasets
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Fig. 3 Preliminary analysis of RNN+GAN model testing
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