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Enterprise internal network threat detection method based on
CSAtt-GraphSAGE dual-channel feature weighted fusion

LUO Yanyan, LIU Zi'ao, XIE Yuanyuan, JI Xiangmin

(College of Computer and Information Sciences, Fujian Agriculture and Forestry University, Fuzhou 350002, China)

Abstract; Aiming at the problem that many studies focus on user’s individual behavior analysis and ignore the potential correlations
relationship between users, an enterprise internal network threat detection method based on dual-channel feature weighted fusion is
proposed. First, CSAtt is used in the Intra-Channel to analyze the inner connection of individual user behavioral features and
enhance the expressive ability of key features. Secondly, in the Inter-Channel, user behavior features and user relationships are
abstracted into heterogeneous graphs, and GraphSAGE is used to capture group behavior patterns among correlated user nodes in the
graph. Then, we introduce learnable factors to weight and fuse features obtained from different channels, so that the subsequent
classification tasks can not only weight focus on the key features related to malicious operations, but also supplement the analysis of
group behavior patterns, so as to improve the model detection performance. Experiments on the CMU-CERTr4. 2 dataset show that
the proposed dual-channel feature weighted fusion method is effective and generalizable in solving the problem of enterprise internal
network threat detection, and the final detection effect achieves accuracy, precision, and F1 scores of 95.67%, 96. 32% and
95.37%, respectively.
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Fig.1 Dual-channel weighted fusion detection model
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Table 3 Comparative experimental results of different methods

Method Accuracy/ % Precision/ % F1/ %
DT 91.48 88.91 91.20

RF 92.01 88.83 91.81
GNB 89.25 86.39 90. 98
CNN 92.26 90. 34 91.95
GCN 73.91 66.32 76. 68
GraphSAGE 93.32 91. 64 93.02
CNN-GCN 94.17 93.61 93.61
Proposed 95. 67 96. 32 95.37
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Table 4 Ablation experiment results

Model structure Accuracy/%  Precision/% F1/ %

Proposed 95. 67 96. 32 95.37
Without Intra-Channel 94.62 94.18 94.31
Without Inter-Channel 93.05 92.29 92.67
Without Dual-Channel 92.26 90. 34 91.95
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Fig.5 ROC curves under different methods
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Table 5 Comparison of different fusion methods

Fusion method Accuracy/%  Precision/%  F1/ %

Concatenate 95.02 95.48 94. 67
Weight Concatenate 95.54 95.78 95.25
Add 95.15 96.27 94.78

Weight Add 95. 67 96. 32 95.37

AN AR SCR T AE— YR AE () Ah 4TI %
FZ AT TR EE 2% ) o3 i b 0 45 22 2 B
HL(MLP) JEHAHZE 4% ( RNN ) FIH 46 i 30 12 0 2%
(LSTM) , XoF b 45 5% 784 7 2 45 fift FH 0L 38 ¢ ik A
A T S 0T IR AR S5 SR L 6, R

APUL A5 | AXGE TEAEA T RAE ARl )5, 2558
ARSI PERERS 2 1 R E BT DT UE U 3 Rk
IASC R 5 A B2 T S G I 1 B 5 i A 2 3 i
458

£6 TRSEBBPHR

Table 6 Effect of different classification models

Method ~ Dual-Channel status ~ Accuracy/% Precision/% F1/ %

MLP  without Dual-Channel 90. 03 85. 67 89.97
with Dual-Channel 93.97 93. 61 93. 61
RNN  without Dual-Channel 89.77 85.78 89. 65
with Dual-Channel 94. 62 95.71 94.22
LSTM  without Dual-Channel 90. 17 85.89 90. 09
with Dual-Channel 95.15 94.98 94. 85
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