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A distributed XACML model based on redundancy elimination
and Chameleon clustering
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(Information and Communication Company, State Grid Shanghai Municipal Electric Power Company, Shanghai 200072, China)

Abstract: In response to the extremely severe challenges faced by access control policy evaluation efficiency, a brand new
distributed XACML policy evaluation model known as RCD - XACML is put forward. This innovative model makes use of
redundancy elimination and clustering techniques to overcome the limitations in the evaluation performance of a single policy decision
point. The policy is divided into numerous disjoint atomic rules, and then rule redundancy is eliminated in order to shrink the policy
set. Rule similarity is defined from the perspective of attribute weighting. The Chameleon multi — stage hierarchical clustering
algorithm is employed to cluster the rules within the policy. For each access request, the most likely applicable rule cluster can be
quickly located based on similarity. As a result, this reduces the number of rules required to handle access requests. When compared
with the currently existing Sun—-XACML and SBA-XACML engines, the RCD-XACML proposed in this paper demonstrates a
significant improvement in evaluation performance. This enhanced performance can lead to more efficient access control management
and better protection of sensitive resources.
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